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The information technology and communications (IT&C) market for audio devices has increased in supply and demand in 
recent years. Wi-Fi, Bluetooth, or DECT technologies involve connectivity that contains an encryption protocol scheme that 
assures resistance to third-party interception. However, when discussing a secured transmission, we must look at the 
communication link. The audio end devices generate unintended emissions, which may contain information that can be 
eavesdropped on, a phenomenon that researchers in the specialty literature have studied. This paper aims to emphasize the 
wireless headphones' vulnerability by analyzing their emission security breaches at several distances. Using specialized transient 
electromagnetic pulse emanation standard (TEMPEST) equipment, the vulnerability of two different headphone models is 
highlighted by successfully reconstructing pieces of information corresponding to three audio test patterns.

1. INTRODUCTION 
The technology development, the variety, and the IT&C 

product’s affordable prices continuously increase electronic 
device usage, including wireless headphones. Many devices are 
known to generate unintended emanations, leading to unwanted 
signals that can be reconstructed, a process referred to as 
eavesdropping. The unwanted signal is called compromising 
emanation (CE) because, if intercepted and analyzed, it would 
disclose the information transmitted and processed by the 
device. The literature presents a continuous concern of 
scientists regarding the study of different CE corresponding to 
the video signal from displays [1], the keyboard’s keystroke 
signal [2], and the audio signal. The audio signal unintended 
propagation was studied only for wired devices [3,4] and in the 
proximity of audio end devices [5]. Therefore, studying the 
phenomena on wireless audio devices at a considerable distance 
can represent a new challenge.  

Communication is a key element to succeed in most of 
our daily activities. Due to people’s necessity to 
communicate at a distance while doing something else, 
such as working, jogging, handling goods, or driving, 
wireless headphones are a helpful instrument [6,7]. They 
substitute the wired headphones that hinder the user’s 
mobility due to the cable and the implied necessity to have 
the source device nearby. The communication process 
involves 2 terminals: a host that initiates it, known as 
master, and a device that responds to the host when asked, 
known as slave.  

There are two wireless communication standards used for 
headphones: Bluetooth [8] and Digital European Cordless 
Telecommunications [9] (DECT). The first one implies a 
direct connection between the master device and slave 
devices, a 1÷3 Mbps data rate, and ranges between 10 m 
and 100 m. DECT technology uses an intermediary device 
– a base station that must be used between the master 
device and the slave device. The data rate is lower than 
Bluetooth, with 32 kbps, 100 m range, but this standard is 
dedicated to audio communications. Network services 
engineers admit that Bluetooth technology uses 128-bit 
encryption, and DECT uses 64-bit encryption, eliminating 
the chance of eavesdropping. However, even though the 
communication standard is safe, a transmission is secure 

when the probability of a third party intercepting it is null 
from end to end. Therefore, this paper aims to present that 
the problem of intercepting the confidential message before 
encoding must be analyzed from the end-devices 
perspective, which applies to wireless headphones. No 
matter the applied standard to ensure connectivity, 
headphones should be analyzed to verify whether they 
generate unintended CE that can compromise the entire 
communication.  

TEMPEST (transient electromagnetic pulse emanation 
standard) refers to investigations on electronic devices to ensure 
their protection against eavesdropping. National Security 
Agency (NSA) – the USA published the domain fundamentals 
in 1982, but Willem van Eck first emphasized the activity in 
1950. According to the TEMPEST standard, devices are 
classified into three protection categories based on the CE levels. 
Moreover, to establish within TEMPEST how those devices are 
used with minimal vulnerability to be eavesdropping, the zoning 
activity must be considered – measuring the attenuation of 
rooms and buildings where devices are often used.  

This article demonstrates a wireless headphones’ 
vulnerability that an eventual interceptor can exploit. 
Studied devices under test (DUT) use Bluetooth standards 
to ensure connectivity between master and slave devices. 
The communication between them is secured by encryption 
schemes, as previously presented. It can be noticed that 
even though DUTs passed electromagnetic compatibility 
(EMC) requirements, unintended harmonics emitted by the 
headphones could represent the carrier wave for the audio 
signal which is transmitted to them. This unintended signal 
can be received using specialized receiving equipment.  

During our measurements, the distance between antennas 
and DUT varies from 1 m to 3 m. The fact that the CE is 
present at those measurement distances should increase the 
users’ awareness while headphones are widespread in 
today’s IT&C market [10,11]. 

2. MEASUREMENT AND EQUIPMENT 
The measurements were performed in a full anechoic 

room, with the DUT disposed on a table and connected to a 
laptop, as presented in Fig. 1. The master device was tested 
before to ensure the lack of influence during the 
measurements. The SAS-545 biconical antenna that is 
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adequate to the measured emissions’ frequency range was 
placed at different distances from DUT to determine the 
maximum distance at which the signal is received with an 
acceptable signal-to-noise ratio (SNR) higher than 3 dB. At 
the receiving point, a Rohde & Schwarz (R&S) FSWT 
Tempest Receiver was used to receive the signals emitted by 
the DUT, and an R&S MSO5204b oscilloscope displayed the 
receiver’s intermediary frequency output to facilitate the CE 
detection and its analysis in the time domain. 

 

To facilitate the CE illustration in the received signals, 
three different test signals were used. The frequency range 
for the tones that compose the test signals covers the 
narrowband frequency range considered in telephony: 
300 Hz – 3400 kHz. The first test signal, presented in 
Fig. 2,a, consists of 3 sinus tones, corresponding to 2.3 kHz, 
1.7 kHz, and 1.1 kHz, with the duration of 50 ms, 150 ms, 
and 150 ms and a silent 50 ms signal between tones.  

The second test signal, presented in Fig. 2,b, is made up 
of 2 tones that correspond to 1.7 kHz and 900 Hz sinus 
signals. A 50 ms silent signal follows the first tone with a 
duration of 100 ms, and following them is the second tone 
with a duration of 150 ms. The test signal ended with a 100 
ms silent part. During the measurement, the test signals 
play in a loop and are switched to validate the CE presence 
on the current frequency.  

 
(a) 

 
(b) 

Fig. 2 – Test signals: a) first test signal (500 ms); b) second test signal (400 ms) 

The phenomenon of generating unwanted CE during its 
normal functioning is present in different headphone types. 

This paper shows its presence on 2 different wireless 
headphone types of different brands. The first studied 
device is an overhead wireless headphone, and the second 
is an in-ear wireless headphone.  

3. MEASUREMENT EXPERIMENT AND RESULTS 

3.1. WORK PROCESS DESCRIPTION 
To perform the measurement, a workflow must be 

followed by the test engineers. The flowchart presented in 
Fig. 3 describes the steps of the work process.  

The measurement begins by aligning the antenna with 
the headphones and setting the detection parameters on the 
receiver and oscilloscope. Starting from the first frequency 
in the analyzed band, the test engineers will check on the 
oscilloscope’s display of the CE presence. In the case of 
spotting any similarities between the waveform displayed 
on the oscilloscope and the test signals highlighted in 
Fig. 2, they mark the current frequency as spurious. The 
process continues by increasing the receiver’s frequency 
value. The measurement is finished when the current 
frequency equals the last frequency in the analyzed range.  

3.2. RESULTS AND ANALYSIS 
According to the measurements, unintended CE was 

found on both tested devices. Using a near-field probe, it is 
noted that the CE levels are higher around the headphones’ 
microcontrollers and the speakers. The audio CE also is 
present along the wires between the headphones’ controller 
and speakers. Still, the levels do not allow an illustration of 
the phenomenon due to the SNR drawbacks. During the 
measurements, the receiver’s reference level does not 
change. Hence the signal level displayed on the 
oscilloscope is affected only by the distance between the 
antenna and the studied device. 

For the first DUT, the CE was found in the frequency 
range of 20 MHz ÷ 180 MHz. The representative 
frequencies are listed in Table 1. 

 
Fig. 1 – Measurements testbed. 

 
Fig. 3 – The work process flowchart. 
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Table 1 
Frequency ranges where the CE is present for first DUT 

Frequency ranges [MHz] 
22.49 ÷ 22.51 43.11 ÷ 43.14 117.20 ÷ 117.22 
27.24 ÷ 27.28 44.12 ÷ 44.15 119.43 ÷ 119.45 
28.81 ÷ 28.84 80.22 ÷ 80.25 185.04 ÷ 185.07 
35.52 ÷ 35.55 82.13 ÷ 82.16 186.03 ÷ 186.06 
37.08 ÷ 38.62 110.12 ÷ 110.15 187.58 ÷ 187.69 
In the case of the first device, the audio test tones could 

be intelligibly recovered at distances up to 2 m. In Fig. 4, 
the signal captured from the oscilloscope for the first test 
signal is presented. The measurements illustrated in the 
figure were performed with the spectrum receiver tuned on 
the 44.14 MHz frequency. 

 
(a) 

 
(b) 

Fig. 4 – Second DUT (first test signal used) – received signal at distance 
of: a) 1 m; b) 3 m; frequency 115.992 MHz. 

Due to the low SNR value, the 3 tones of the first test 
signal are sometimes difficult to be differentiated from the 
noise. It should be noted that noise is not so present once 
we move away from the DUT, and the signal is much easier 
to identify. For those headphones, it has been noted that the 
second test signal, consisting of only two tones, is easier to 
be detected on the oscilloscope’s display (Fig. 5). 

 
(a) 

 
(b) 

Fig. 5 – Second DUT (first test signal used) – received signal at distance 
of: a) 1 m; b) 3 m; frequency 115.992 MHz. 

It should be noted that the SNR makes the CE hard to 
detect for higher distances. 

The in-ear wireless headphones generate audio-
compromising emanations only in a narrow frequency 
range: 115.975 MHz ÷ 116.025 MHz. Despite this, the SNR 
is more significant than in the previous device’s case, and 
the CE is present up to 3 m from the DUT. The presented 
results are made with the spectrum receiver tuned on the 
115.992 MHz central frequency. The results presented in 
Fig. 6 correspond to the captured waveform from the 
oscilloscope for the first test signal with a 500 ms length at 
1 m and 3 m distances.  

 
(a) 

 
(b) 

Fig. 6 – Second DUT (first test signal used) – received signal at distance 
of: a) 1 m; b) 3 m; frequency 115.992 MHz. 

The results for the second studied DUT using the second 
test signal are presented in Fig. 7. 

 
(a) 

 
(b) 

Fig. 7 – Second DUT (first test signal used) – received signal at distance 
of: a) 1 m; b) 3 m; frequency 115.992 MHz. 

For the studied in-ear wireless headphones, we observed 
that both test signals are easily detected, and the captured 
waveforms from the oscilloscope for the 1 m distance 
(Figs. 6a, 7a) are like the test tones waveforms. 

To further emphasize the wireless headphones’ 
vulnerabilities, a third test signal was used. It corresponds 
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to a recorded waveform of a male voice saying a generic 
message: “Hello, John Smith” (Fig. 8), and it has a duration 
of 1.4 s. This sequence’s simplicity will conduct easy CE 
detection. Given its content, it will likely be an ongoing 
phone call or a voice message. Hence, using one of the 
devices presented in this article, based on the previous 
measurements, the conversation could be compromised. 

 
Fig. 8 – Test signal corresponding to a voice message saying “Hello, John 

Smith”. 

The third set of measurements was taken for both studied 
DUTs ensuring a 1 m distance between the antenna and 
headphones. The test signal was played in a loop during the 
measurements, as expected from the previous situations. 
For the overhead headphones, measurements were 
performed with the receiver tuned on the 44.14 MHz 
frequency, and in the case of the second analyzed device, 
the chosen frequency was 115.992 MHz. This also 
demonstrates the detecting audio CE technique’s reliability 
using multi-tone patterns as test signals, although some 
harmonics belong to the vocal spectrum. 

The captured waveforms from the oscilloscope (Fig. 9) 
contain 3 times the test signal, and the voice message’s 
duration is highlighted. The first image corresponds to the 
overhead wireless headphones, and the second is for the in-
ear ones.  

 
(a) 

 
(b) 

Fig. 9 – Captured waveform that contain CE corresponding to voice signal 
test signal: a) overhead headphones; b) in-ear headphones 

As with the other two test messages, in-ear headphones 
leak in a more “accurate” manner the unintended audio CE, 
whilst for the first studied DUT, the test signal is harder to 
be detected due to the presence of high amplitude noise. 

4. CONCLUSIONS 
The unintended propagation of the audio CE 

phenomenon is present in the case of wireless headphones. 
This article depicts the audio CE presence in the 1 to 3 m 

from wireless headphones that use Bluetooth standards for 
connectivity. The study of audio CE represents a 
continuous concern for scientists. Up to this point, 
publications on this topic cover the subject of wired 
headphones and focus on the magnetic field of the audio 
end device, successfully revealing the presence of audio CE 
at distances up to 60 cm.  

The connectivity standard to transmit the audio signal from 
master to slave devices should be further encrypted. This paper 
aims to increase the importance for end devices to pass both 
EMC and TEMPEST requirements, and to raise a degree of 
awareness among users, highlighting the fact that the 
connectivity protocol’s encryption is not sufficient to secure 
the communication, as the end devices themselves may be 
vulnerable because of their unintended radiation pattern. 

To illustrate that this phenomenon could occur for wireless 
headphones categories, the measurements could be performed 
utilizing wireless headphones with DECT standard to ensure 
the connectivity between master and slave devices. 

The study on the compromising audio emanations could 
have a further direction focusing on new methods to 
facilitate the identification of this security breach. 
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