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WIRELESS AUTHENTICATION SYSTEM FOR INTERNET OF
THINGS USING FREERADIUS AND BLOCKCHAIN
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Wi-Fi networks are essential for wireless connectivity in homes, businesses, and public areas. However, many people still rely on the
outdated Wi-Fi Protected Access 2 (WPA2) protocol, which is well-known for its security weaknesses. These allow attackers to
intercept and steal data or gain unauthorized access. While WPA3 offers improved security through stronger encryption and
authentication, its adoption has been limited due to the fact that many older devices do not support it. To address this challenge, we
propose a decentralized authentication system that integrates a FreeRADIUS server with a locally hosted validation mechanism. We
implemented a private blockchain using Ganache to verify whether a device’s certificate hash is registered. While the system is
designed to function without reliance on a single backend, our prototype hosts all components on the same machine; a production
deployment would require distributed nodes for improved resilience. Our results show that the blockchain-based verification adds
approximately 300 milliseconds to the authentication process. However, once authenticated, communication remains stable,
indicating that the proposed approach is both practical and secure for device verification in such networks.

1. INTRODUCTION

In recent years, the Internet of Things (IoT) has expanded
with applications in healthcare, industry, agriculture, and
smart cities [1]. While this technological expansion offers
notable advantages, it also raises serious concermns,
particularly regarding the security of communication
between devices. One of the most critical issues is
authentication. Many IoT devices rely on Wi-Fi connectivity,
yet still use weak or unencrypted methods [2], leaving them
vulnerable to unauthorized access and data breaches.

In response to these concerns, FreeRADIUS has emerged
as a widely adopted Authentication, Authorization, and
Accounting (AAA) server, offering a reliable framework for
managing device identities. However, as network
infrastructures grow in complexity, the limitations of
centralized authentication become more evident: these
systems, while effective at smaller scales, can become
bottlenecks, creating single points of failure that compromise
security and efficiency (see §II). Fortunately, recent research
suggests that blockchain-based key agreement schemes can
offer more reliable alternatives, thereby enhancing security
against threats like Man-in-the-Middle (MITM) attacks [3].
This decentralization is especially valuable in the context of
cross-domain Wi-Fi authentication, where blockchain has
been shown to improve both scalability and privacy
compared to traditional hierarchy-based systems [4]. As a
result, it leads to greater resilience, interoperability, and
transparency in authentication infrastructures. Moreover,
blockchain technology enables the creation of secure and
self-sufficient identity systems [5].

To address these challenges, we propose a decentralized
approach: integrating a local blockchain into Wi-Fi
authentication by combining FreeRADIUS with Ganache
for testing, while Hyperledger Fabric is considered for
production deployment, as it is designed to be implemented
in larger networks and integrated across multiple nodes,
ensuring scalability and enterprise-grade reliability.

We deployed our solution on a single Raspberry Pi 5

(RPi 5) with 8 GB RAM hosting Ganache, the Certificate
Authority (CA), and FreeRADIUS to create a self-
contained, scalable environment. One of the main
contributions of this work is the integration of a local
blockchain, which adds an extra layer of security to the
wireless authentication process. Our system authenticates
device identities without relying on a central authority, thus
enhancing security and transparency.

To support this framework, we established a local and
dedicated CA that generates and signs digital certificates for
client devices. These certificates form the basis of our secure
identity verification, with hashes being checked against the
blockchain to ensure integrity and prevent unauthorized access.

In addition, we built a network bridge using a second
Raspberry Pi to connect IoT devices without native Wi-Fi
integration. This enables a wider range of devices to join
the network securely (Fig. 1). It is important to note that
this bridge can be configured either at Layer 3, by enabling
NAT, in which case the IoT devices will be on a different
network, or at Layer 2, where the devices will remain on
the same network. To streamline identity verification, we
implemented a Python script that queries the blockchain to
validate each client during authentication.

The rest of the paper is divided as follows: Section II, we
provide background and technical context; in Section III, we
outline the overview of our architecture, whereas we focus on
the application of distributed ledger technologies (DLTs) in
Section IV and present our hybrid approach for a secure IoT
authentication Section V. In Section VI, we present the
experimental results, and Section VII discuss our conclusions
and potential research directions.

FREERADIUS

GANACHE uocucmuP_.
[

BRIDGE
f v 3 WI-FI TO ETHER

$ AT LAYER 2
OR LAYER 3

Fig. 1 — The implemented setup.
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2. BACKGROUND AND TECHNICAL CONTEXT

As ToT grows, decentralized methods gain attention. DLTs
provide a strong foundation for secure device identity, with two
notable platforms highlighted below.

Hyperledger: A primary software platform that
implements DLT is Hyperledger, a collaborative open-
source project hosted by the Linux Foundation [6],
designed to develop blockchain technologies for enterprise
applications. It offers a modular, flexible, and scalable
framework, adaptable to various use cases including supply
chain traceability, identity management, and smart
contracts [7].

Ethereum: On the other hand, there is Ethereum, a public
and decentralized blockchain network known for supporting
smart contracts and decentralized applications [8]. As one of the
most adopted blockchain platforms, it is closely associated with
cryptocurrencies and the broader Web3 ecosystem [9].

Ganache: A personal blockchain for Ethereum
development, is used as a local simulator that provides a safe
and controllable environment for testing our DLT-based
authentication setup before deployment on a real network.

We chose to focus on the Ganache and Hyperledger Fabric
frameworks, as they form the foundation of our implementation
and testing, respectively. As shown in Fig. 2, we initially set up
a Certificate Authority (CA) that issues and signs digital
certificates for devices attempting to join the network. We
firmly assert that this design significantly enhances
transparency and security by enabling decentralized identity
validation, thereby mitigating the risks associated with single
points of failure.
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Fig. 2 — Topology of our setup.

2.1 WPA2 AUTHENTICATION WITH FREERADIUS: A
BASELINE FOR COMPARISON TO WPA3

Wi-Fi security primarily relies on WPA2, with WPA3
introduced as a more secure alternative. However, when WPA2
is paired with a RADIUS server, it can offer a level of security
comparable to WPA3, making it a practical solution in
environments where upgrading the whole infrastructure,
including all devices, is not feasible from an economic point of
view. Both standards use the Advanced Encryption Standard
(AES), but WPA3 includes several key enhancements, which
are mentioned below:

Individualized Data Encryption: WPA3 provides unique
encryption for each session, improving privacy on open
networks, a feature known as Opportunistic Wireless
Encryption (OWE).

Authentication Mechanism: WPA2 uses a four-way
handshake, which is wvulnerable to KRACK attacks. For
stronger protection against offline dictionary attacks, WPA3
uses Simultaneous Authentication of Equals (SAE).

Forward Secrecy: SAE in WPA3 also provides forward
secrecy, meaning that if a password is compromised in the
future, past session data remains secure.

Stronger Password-Based Authentication: WPA3
improves resilience even when users choose weak passwords.

However, the adoption of WPA3 is limited by hardware
incompatibility, which means many networks continue to
rely on older devices. As an alternative, we propose
enhancing existing WPA2 infrastructures, which can
provide WPA3-like security at a lower cost. This can be
achieved through a FreeRADIUS server, enabling flexible
and efficient authentication while maintaining a high level
of security. Instead of shared WPA2 passwords, smart
contracts securely authenticate users, removing centralized
password storage and reducing credential theft. Blockchain’s
immutable ledger also prevents tampering and improves
access traceability.

2.1.1 CHALLENGES AND LIMITATIONS

The following challenges were considered during our
implementation:

Complexity: Integrating blockchain into an existing Wi-Fi
infrastructure undoubtedly adds complexity to the system.

Privacy: While blockchain offers immutability and
transparency, it also raises privacy concems. Storing
authentication-related data on a public or semi-public ledger
could expose sensitive user information.

Interoperability and Standardization: Wi-Fi
authentication needs to function across a wide variety of
devices, network infrastructures, and service providers. The
lack of standardized protocols for blockchain-based
authentication limits interoperability and contributes to system
fragmentation.

Our approach was tested for small business environments.
Compared to WPA3, which would require replacing numerous
devices, such as access points, we keep costs minimal by
implementing this authentication method.

2.1.2 POTENTIAL WORKFLOW

For implementation and testing, we used Ganache on a
Raspberry Pi, with Hyperledger Fabric planned for future
deployment. This setup enabled simulation of digital identity
registration and validation on a simplified private blockchain
as follows:

User registration: Performed via Remix Ethereum, where
the administrator records the hash on the deployed smart
contract (Fig. 3).

Fig. 3 — Using Remix Ethereum to record a hash in the blockchain.

Authentication request: The authorized section within
FreeRADIUS was modified so that, after the client is
authenticated via Transport Layer Security (TLS), an
additional verification step is performed. At this stage, a
script is triggered to compare the hash of the client’s
certificate with a previously stored value, ensuring the
certificate’s integrity and authenticity.

Credential validation: A smart contract (Fig. 4) verifies
the request, ensuring the credentials match the stored records.

Access control: If authentication is successful, the user is
granted access with 0; if not, 1 is returned.
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w3 = Web3(Web3.HTTPProvider("http://127.0.0.1:8545"))
if not w3.is_connected():
print(“Error: Cannot connect to block chain™ )
sys.exit(1)
contract_address = Web3.to_checksum_address("0x4AC0680380fD12692166fA601d8393ae78f931cC")
abi = [
{
"inputs": [{"internalType": "bytes32", "name": "certHash", "type": "bytes32"}],
"name": "isCertAllowed",
"outputs": [{"internalType": "bool", "name": ""
"stateMutability": "view",
"type": "function"

, "type": "bool"}],

}
]

contract = w3.eth.contract(address=contract_address, abi=abi)

try:

is_allowed = contract.functions.isCertAllowed(hash_bytes32).call()
except Exception as e:

print(f"Blockchain call failed: {e}")

sys.exit(1)

sys.exit(e if is_allowed else 1)

Fig. 4 — Validation of the stored hash from the blockchain.

3. THE OVERVIEW OF OUR ARCHITECTURE

To establish a distributed, secure, and autonomous
authentication process, we propose an architecture that relies on
four main components:

« the IoT device;

« the access point (AP);

« the FreeRADIUS server;

* the Ganache blockchain platform.

Each component is essential to authentication and access
control. The setup in Fig. 5 links FreeRADIUS to Ganache. For
stronger security, we added a second verification step after the
initial TLS authentication: a smart contract checks whether the
client’s certificate hash is already registered on the blockchain.
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Fig. 5 — Logical setup.

3.1 ROLE OF THE WIRELESS AP
The AP acts as a proxy, relaying communications from
IoT devices to the authentication infrastructure. Although it
does not perform local validation, it ensures the transparent
transfer of Extensible Authentication Protocol (EAP)
messages between the client and the backend.

3.2 FREERADIUS, CA, GANACHE

This section presents the logical and security core of an
Enterprise Wi-Fi infrastructure, which combines digital
authentication with blockchain validation via FreeRADIUS
and Ganache. While local authentication is supported, this
implementation focuses on blockchain-based identity
validation. The server receives Wi-Fi authentication requests
and runs a Python script that:

* Calculates the hash of the presented certificate.

* Queries the blockchain to check if the hash is already
registered and decides whether the authentication is valid.

A CA is a trusted entity that issues, validates, and manages
digital certificates, confirming an entity’s identity [10].
Depending on the certificate type, the verification process
may be automated or involve manual validation steps [11].
Once validated, the CA signs the certificate, which contains
the applicant’s public key, identity, validity period, and the

CA’s signature. Its main stages are outlined as follows:

Certificate wusage: Digital certificates are used for
authentication and encryption. For instance, when a website
presents its digital certificate to a browser, it proves
legitimacy and establishes an encrypted connection, ensuring
secure communication between the user and the server.

Certificate examination: Any entity receiving the
certificate can verify its validity through the CA’s digital
signature. The identity is positively verified if the signature is
valid and if the certificate is not expired or revoked.

Certificate revocation: In case of compromise or
expiration, the CA revokes the certificate by including it in a
Certificate Revocation List or by enabling real-time status
verification via the Online Certificate Status Protocol.

Role of the CA in digital security: CAs are essential for
establishing trust in digital environments. They support
secure online communications, protect financial transactions,
and ensure the authentication of users and devices [12].
Without a trusted CA, online identities cannot be verified,
increasing the risk of attacks such as man-in-the-middle.

We used Ganache on a Raspberry Pi to record certificate
hashes when they are issued, thereby providing a compact,
single-node solution for role and identity management [13].
Selecting the appropriate hardware platform is essential for
such implementations, as prior studies highlight the
importance of flexible hardware capable of working
efficiently with heterogeneous devices [14, 15]. In our setup,
Ganache supports smart contracts (chaincode) and is
optimized for high performance in private networks, which
makes it particularly suitable for local deployments [16].

The blockchain module performs three critical functions:

« verify the authentication token presented by a device;

» validate the digital signature via the device’s public key;

* enforce authorization policies via smart contracts.

3.3 RASPBERRY PI - LOGICAL BRIDGE

The Raspberry Pi creates a logical bridge and forwards
packets bidirectionally between wlan0 and eth0, providing
network access to the IoT device as if it were connected to a
wired network [17]. Instead of creating a true layer 2 bridge,
we configured a layer 3 router with NAT, allowing Ethernet
devices to access the internet via Wi-Fi while masking and
routing IP packets through NAT.

4. APPLYING BLOCKCHAIN WITHIN THE
SYSTEM

To enhance our Wi-Fi infrastructure, we integrated
blockchain validation, leveraging its decentralized approach
to data storage and verification [18]. For this, we relied on
Ganache to allow participants to replicate and synchronize
data within our server environment [19], thus ensuring
transparent recordkeeping without depending on a central
authority [20]. We primarily employed it for its transparency,
decentralization, and resistance to threats [21].
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Fig. 6 —IoT connection process.
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Figure 6 illustrates the process by which an IoT device
connects to the network. The following steps provide a
more detailed description:

Connection Initiation: The IoT device initiates an EAP-
TLS access request, which is relayed by the AP to the
FreeRADIUS server. The server subsequently validates the
device’s certificate hash against the blockchain.

Response and IP Assignment: Upon successful
validation, an Access-Accept message is sent. Although our
IoT devices use static IPs, the Raspberry Pi handles NAT
for routing and address resolution.

5. A HYBRID ARCHITECTURE FOR SECURE 10T
AUTHENTICATION

Our system enables secure IoT Wi-Fi authentication
using a hybrid architecture [22] with a Wi-Fi AP, a
FreeRADIUS server, and a Ganache blockchain, all hosted
locally on a Raspberry Pi. The authentication description:

Token Generation by the IoT Device: Upon
connection, the [oT device creates a digitally signed token
containing identity details, a timestamp, and a nonce to
prevent replay attacks, ensuring integrity and authenticity
via the device’s private key.

Authentication Request Forwarding: The AP receives
the Extensible Authentication Protocol (EAP) message
with the signed token and forwards it to the FreeRADIUS
server, acting solely as a bridge without performing
cryptographic verification.

FreeRADIUS Script Execution: The server runs our
custom script via the radmin module, extracting the
certificate hash and interacting with Hyperledger Fabric
through a local SDK application.

Blockchain Verification via Smart Contract: A smart
contract on the Ganache blockchain verifies the device’s
digital signature and hash against registered entries,
returning a success response if valid.

Access Decision: The FreeRADIUS script receives the
blockchain response. If verification succeeds, FreeRADIUS
sends an Access-Accept message to the AP, granting
network access to the IoT device. If verification fails, the
device is denied access using an Access-Reject message
toward the AP.

5.1 ADVANTAGES

The authentication uses FreeRADIUS and Ganache for
quick deployment on existing hardware. Blockchain-based
certificate validation enables decentralized Wi-Fi identity
management, offering several key advantages:

* Fully local infrastructure with no external services;

e Improved security and complete control
authentication data;

* Minimal operational costs due to low-cost hardware.

* Potential for integrating biometric user identification.

* EAP-TLS for strong security and no password transfer.

» Tamper-resistant identity validation.

* Clear modular separation between system components
(AP, RADIUS, blockchain).

* Enterprise-level features using affordable devices.

over

6. RESULTS

Ganache is the most resource-intensive component of our
system. It can run on a Raspberry Pi 4 with 8 GB RAM, this
setup is suitable primarily for small networks, such as those

operated by small to medium-sized businesses with a few
hundred employees. In such environments, authentication
requests typically amount to only a few dozen per minute
even under peak load, which our Ganache-based solution can
handle effectively. Larger infrastructures (hotels, conference
centers, large enterprise environments, etc.) where hundreds
of users may attempt to authenticate simultaneously during
events or group activities, require a more robust DLT system.

Blockchain GANACHE

loT to AP

Radius Python AP0 device

Fig. 6 — Results obtained when the device is authenticated in an
Wi-Fi network.

Figure 7 shows the authentication workflow for an IoT
device, including the EAP-TLS handshake and blockchain-
based certificate validation. The 802.1X handshake with the
AP takes 2 ms, followed by initial verification on
FreeRADIUS. Then, a custom script connects to Ganache,
where a smart contract validates the certificate hash,
requiring about 100 milliseconds. The result is returned via
RADIUS, concluding with a final AP-device handshake.

cezfiraspberrypi:~ § iperf3 -c 192.168.50.250
Connecting to host 192,168,50.250, port 5201
[ 5] local 192.168.50.147 port 40264 connected to 192.168.50.250 port 5201

[ ID] Interval Transfer Bitrate Retr Cwnd

[ 5] 0,00-1,00 sec 28.9 MBytes 242 Mbits/sec 0 676 KBytes

[ 5] 1.00-2.00 sec 21.2 MBytes 178 Mbits/sec 0 754 KBytes

[ 5] 2.00-3.00 sec 26.2 MBytes 220 Mbits/sec €] 994 KBytes

[ 5] 3.00-4.00 sec 25.0 MBytes 210 Mbits/sec 0 1.12 MBytes

[ 5] 4,00-5,00 sec 25.0 MBytes 210 Mbits/sec 0 1.25 MBytes

[ 5] 65.00-6.00 sec 27.5 MBytes 231 Mbits/sec 0 1.31 MBytes

[ 5] 6.00-7,00 sec 27.5 MBytes 231 Mbits/sec 0 1.31 MBytes

[ 5] 7.00-8.00 sec 26.2 MBytes 220 Mbits/sec 0 1.31 MBytes

[ 5] 8.00-9.00 sec 26.2 MBytes 220 Mbits/sec 0 1.31 MBytes

[ 5] 9.00-10.00 sec 27.5 MBytes 231 Mbits/sec [¢] 1.31 MBytes

[ ID] Interval Transfer Bitrate Retr

[ 5] 0.00-10.00 sec 261 MBytes 219 Mbits/sec [¢] sender
[ 5] 0.00-10.01 sec 258 MBytes 216 Mbits/sec receiver

Fig. 7 — Iperf3 test to server situated on the RaspberryPi with Freeradius
and Hyperledger using TCP.

cez@iraspberrypi:~ $ iperf3 -c 192.168.50.250 -u
Connecting to host 192.168.560.250, port 5201
[ 5] local 192.168.50.147 port 35289 connected to 192.168.50.250 port 5261

5] 8.00-9.00 sec
5] 9.00-10.00 sec

127 KBytes 1,04 Mbits/sec 90
129 KBytes 1.5 Mbits/sec 91

[ ID] Interval Transfer Bitrate Total Datagrams
[ 5] 0.00-1.00 sec 129 KBytes 1.05 Mbits/sec 91
[ 5] 1.00-2.80 sec 127 KBytes 1.04 Mbits/sec 90
[ 5] 2.00-3.00 sec 129 KBytes 1.05 Mbits/sec 91
[ 5] 3.00-4.00 sec 127 KBytes 1.04 Mbits/sec 90
[ 5] 4.00-5.00 sec 129 KBytes 1.05 Mbits/sec 91
[ 5] 5.00-6.00 sec 129 KBytes 1.05 Mbits/sec 91
[ 5] 6.00-7.80 sec 127 KBytes 1.04 Mbits/sec 90
[ 5] 7.00-8.00 sec 129 KBytes 1.05 Mbits/sec 91
[

[

Transfer Bitrate
1.25 MBytes 1.05 Mbits/sec
1.25 MBytes 1.05 Mbits/sec

D] Interval
5] 0.00-10.00 sec
5] 0.00-10.01 sec

Jitter Lost/Total Datagrams
0.000 ms 0/906 (%) sender
0.035 ms ©/906 (0%) receiver

Fig. 8 — Iperf3 test from the client situated on the Raspberry Pi with a
logical bridge using UDP.

Overall, authentication takes ~179 ms, mostly due to
blockchain interactions. While this delay is noticeable, it
ensures enhanced security. Using EAP-TLS with
blockchain raises initial authentication latency to ~300 ms,
but subsequent communications proceed without extra
overhead once the device is registered. After completing the
authentication process, we assessed network performance
using iPerf3 (Fig. 8, Fig. 9). Once authenticated, devices
communicate without noticeable latency or bottlenecks.

The difference in results does not reflect the inherent
performance of TCP versus UDP. During the iPerf3 test,
TCP adapts its transmission rate to maximize bandwidth
use, while UDP maintains a constant sending rate. This
explains the variations seen in Fig. 8 and Fig. 9.
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6.1 A FREERADIUS AUTHENTICATION WORKFLOW

FreeRADIUS was executed in debug mode (freeradius -
X), allowing successful authentications while providing
detailed output for TLS and blockchain analysis.

(164) Received Access-Request Id 149 from 192.168.50.1:34925 to 192.168.50,250:1812 length 177

(164) user-Name = "cezar”

(164) NAS-IP-Address = 192.168.50.1

(164) NAS-Identifier = "RalinkAPe"

(164)  NAS-Port = 17

(164) Called-Station-Id = "E8-9C-25-09-0F-58"

(164) calling-Station-Id = “2C-CF-67-71-4D-08"

(164)  WLAN-Pairwise-Cipher = 1027076

(164)  WLAN-Group-Cipher = 1027076

(164)  WLAN-AKM-Suite = 1027073 1
(164)  WLAN-Group-Mgmt-Cipher = 1027078

(164)  Framed-MTU = 1400

(164)  NAS-Port-Type = Wireless-862.11

(164) EAP-Message = 0x920900060d00

(164)  HS20-AP-Version = 2

(164) State = 0xd94feaaede46677dc2c373coeb3d3rse

(164) Message-Authenticator = 0x7794207cc98102bcff833facae751b62

(164) Restoring asession-state

(164) &session-state:Framed-MTU = 994

(164) &session-state:TLS-Session-Information = "(TLS) recv TLS 1.3 Handshake, ClientHello"

(164) &session-state:TLS-Session-Information = "(TLS) send TLS 1.2 Handshake, ServerHello"

(164)  &session-state:TLS-Session-Information = "(TLS) send TLS 1.2 Handshake, Certificate"

(164) &session-state:TLS-Session-Information = "(TLS) send TLS 1.2 Handshake, ServerKeyExchange"
(164) &session-state:TLS-Session-Information = "(TLS) send TLS 1.2 Handshake, CertificateRequest"
(164) &session-state:TLS-Session-Information = "(TLS) send TLS 1.2 Handshake, ServerHellobone"
(164) &session-state:TLS-Session-Information = "(TLS) recv TLS 1.2 Handshake, Certificate"

(164) @&session-state:TLS-Session-Information = "(TLS) recv TLS 1.2 Handshake, ClientkeyExchange"
(164) &session-state:TLS-Session-Information = "(TLS) recv TLS 1.2 Handshake, Certificateverify"
(184) &session-state:TLS-Session-Information = "(TLS) recv TLS 1.2 Handshake, Finished"

(164) &session-state:TLS-Session-Information = "(TLS) send TLS 1.2 ChangeCipherSpec"

(164) &session-state:TLS-Session-Information = "(TLS) send TLS 1.2 Handshake, Finished"

(164) &session-state:TLS-Session-Cipher-Suite = "ECDHE-RSA-AES256-GCM-SHA384"

(164) &session-state:TLS-Session-version = "TLS 1.2"

(164) # Executing section authorize from file /etc/freeradius/3.0/sites-enabled/default

(164) authorize {

(164) [preprocess] = ok

Fig. 9 — First output from the FreeRADIUS —X command.

As shown in Fig. 10, the server first receives an Access-
Request from the client. It then performs a TLS handshake to
establish a secure communication channel. Afterward, the
authorize function is called, triggering our custom script to
verify whether the hash of the negotiated certificate is recorded
on the blockchain, a process explained in more detail in Fig. 11.

(164) eap: Peer sent EAP Response (code 2) ID 9 length 6
(164) eap: No EAP Start, assuming it's an on-going EAP conversation

(164) [eap] = updated

(164) [files] = noop

(164) [expiration] = noop 1
(164) [logintime] = noop

(164) [pap] = noop

(164) [unix] = notfound

(164) extract_cert: Executing: /bin/sh:

(164) extract_cert: Program returned code (@) and output ''
(164) extract_cert: Program executed successfully

(164) [extract_cert] = ok

(164) check_blockchain: Executing: /usr/bin/python3:

(164) check_blockchain: Program returned code (€) and output ''
(164) check_blockchain: Program executed successfully

(184) [check_blockchain] = ok
(164) } # authorize = updated
(164) Found Auth-Type = eap

(164) # Executing group from file /etc/freeradius/3.0/sites-enabled/default
(164) authenticate {

(164) eap: Expiring EAP session with state ©xd94f6aaeded6677d

(164) eap:
(164) eap:

Finished EAP session with state oxd94féaaeded6677d

Previous EAP request found for state oxd94f6aaeded6677d, released from the list
(164) eap: Peer sent packet with method EAP TLS (13)
(164) eap: Calling submodule eap_tls to process data
(164) eap_tls: (TLS) Peer ACKed our handshake fragment.
(164) eap: Sending EAP Success (code 3) ID 9 length 4
(164) eap: Freeing handler

(164) [eap] = ok

(184) } # authenticate = ok

Fig. 10 — Second output from the FreeRADIUS —X command.

handshake is finished

Fig. 12 depicts the final stage of the authentication flow.
Once all necessary validations are complete, FreeRADIUS
sends an Access-Accept message to the authenticator. Upon
receiving this message, the authenticator grants the network
access, thereby completing the authentication process.

164) Sent Access-Accept Id 149 from 192.168.50.250:1812 to 192.168.50.1:34925 length 173

164) MS-MPPE-Recv-Key = 0xf2595f1510f44e8cf4f408df550990015a91238617642a61fe34b14c7b264cab
164)  MS-MPPE-Send-Key = 0x3b@9971b22e2998d820b6cd7f8ebedbafes535bb7746d7fdf63238153c30d77dd
164) EAP-Message = 0x03090004

164) Message-Authenticator =

164) User-Name = "cezar"

164)  Framed-MTU += 994

164) Finished request

faking up in 4.2 seconds.

156) Cleaning up request packet ID 141 with timestamp +10026 due to cleanup_delay was reached
157) Cleaning up request packet ID 142 with timestamp +10026 due to cleanup_delay was reached
faking up in 0.1 seconds.

158) Cleaning up request packet ID 143 with timestamp +10026 due to cleanup_delay was reached
faking up in 0.1 seconds.

159) Cleaning up request packet ID 144 with timestamp +10026 due to cleanup_delay was reached
laking up in .1 seconds.

160) Cleaning up request packet ID 145 with timestamp +10027 due to cleanup_delay was reached
faking up in @.1 seconds.

161) Cleaning up request packet ID 146 with timestamp +10027 due to cleanup_delay was reached
162) Cleaning up request packet ID 147 with timestamp +10027 due to cleanup_delay was reached
163) Cleaning up request packet ID 148 with timestamp +10027 due to cleanup_delay was reached
164) Cleaning up request packet ID 149 with timestamp +10027 due to cleanup_delay was reached
teady to process requests

1

Fig. 11 — Third output from freeradius —X command.

6.2 EXTENDED NETWORK AUTHENTICATION:
TESTING AND PERFORMANCE ANALYSIS

To gain further insight into the device authentication
process, we conducted an additional experiment using a
laptop running Ubuntu Linux, with network traffic captured
via Wireshark (Fig. 13). This test allowed us to compare
performance with the Raspberry Pi setup, showing how
hardware differences and environmental factors influence
authentication. The authentication exchange was completed
in just 0.18 seconds and was significantly faster than on the
Raspberry Pi due to the laptop’s more powerful processor
and larger antenna, which improve processing speed and
signal reception. While the Raspberry Pi offers a low-cost
solution, its limited processing power and smaller antenna
may slightly reduce performance in comparison. For larger-
scale deployments [23], more capable hardware is suitable
to ensure enough computational resources.
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Fig. 12 — Authenticating an Ubuntu laptop in the topology.

6.3 IDENTIFIED LIMITATIONS

Integrating blockchain into Wi-Fi infrastructure is
complex, requiring careful management of protocols and
compatibility with existing authentication systems. While it
enhances transparency and protects against spoofing and
credential theft, implementation remains challenging.

Increased latency: The blockchain integration adds
~100-200 ms to the authentication process. This delay is
generally acceptable; it may impact responsiveness or user
experience in applications where low latency is critical.

Scalability and Overhead: While the system can be
scaled by adding more Ganache peers and RADIUS nodes,
this increases configuration and maintenance complexity,
particularly on resource limited devices (e.g. Raspberry Pi).

Security: Although blockchain enhances resistance to
data tampering, overall system security depends on
additional factors, including private key management and
securing client devices to prevent certificate compromise.

Configuration complexity: Integrating FreeRADIUS, a
CA, and Ganache blockchain requires expertise in
networking, cryptography, and blockchain, including secure
protocols, certificate management, and DLT setup.

Hardware limitations: The Raspberry Pi 5 (§ GB RAM)
is suitable for local or small-scale deployments; its limited
resources may not be adequate in production environments
with high volumes of multiple authentication requests.

7. CONCLUSIONS

We developed a blockchain-based IoT wireless system
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designed to enhance the security of existing WPA2 Wi-Fi
networks, aiming to achieve a protection level comparable to
that provided by WPA3. Although our system is not
optimized for ultra-low latency applications, it provides a
well-balanced combination of security, transparency, and
efficiency, thereby making it particularly suitable for
research environments and personal use. While prior studies
have explored blockchain-based network authentication, its
implementation in digital identity management remains
uncommon [24]. For instance, the approach presented in [25]

uses standard wuser authentication methods without
incorporating  blockchain  or decentralized identity
management, indirectly reflecting a preference for

conventional solutions. However, we chose to integrate
blockchain as it enhances transparency, security, and
decentralization (Sections 4 to 6).

As future work, we plan to replace Ganache with
Hyperledger Fabric in the deployment phase to better adapt
our solution to larger and more complex environments. We
also aim to improve the usability of the authentication
process to support broader adoption.
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